
 

 

Privacy Policy 

Dominion Markets Ltd 

1. Introduction 

Dominion Markets Ltd. ("Dominion Markets", "Company", "we", "our", or "us") is committed to 

protecting the privacy, confidentiality, and security of personal information entrusted to us by our 

clients, prospective clients, business partners, and website visitors. 

This Privacy Policy explains how we collect, use, store, share, protect, and retain personal 

information in connection with our services, products, websites, trading platforms, onboarding 

processes, and regulatory obligations. 

By accessing our website, opening an account, submitting information to us, or using our services, 

you acknowledge and agree to the collection and processing of your personal information as 

described in this Privacy Policy. 

This Privacy Policy is intended to be read in accordance with applicable data protection laws, 

including the Data Protection Act 2017 of Mauritius, as amended or replaced from time to time. 

2. Information We Collect 

We may collect and process the following categories of information: 

Personal Identification Information 

 Full name 

 Date of birth 

 Nationality 

 Residential address 

 Email address 

 Telephone number 

 Government-issued identification documents 

 Selfie, biometric verification, and liveness verification information 

Financial Information 

 Bank account details 

 Payment and transaction records 

 Deposit and withdrawal information 



 

 

 Source of funds information 

 Source of wealth information 

 Financial profile and investment experience 

Compliance and Due Diligence Information 

 KYC and customer due diligence documentation 

 Politically Exposed Person (PEP) screening results 

 Sanctions screening results 

 Adverse media screening results 

 Risk assessment information 

Technical Information 

 IP address 

 Browser type and device information 

 Login records 

 Website usage data 

 Cookies and tracking technologies 

Communications 

 Emails and correspondence 

 Customer support interactions 

 Live chat communications 

 Telephone recordings where legally permitted 

3. How We Collect Information 

We may collect information: 

 Directly from you during registration or onboarding; 

 Through account application forms and questionnaires; 

 Through identity verification providers; 

 Through payment service providers and financial institutions; 

 Through publicly available sources; 

 Through sanctions, PEP, and adverse media screening databases; 

 Through our website, mobile applications, and trading platforms; 

 Through communication with our employees and representatives. 



 

 

4. How We Use Your Information 

We may use your personal information for the following purposes: 

Account Opening and Administration 

 Processing account applications; 

 Verifying identity and eligibility; 

 Maintaining and administering client accounts; 

 Providing customer support. 

Regulatory Compliance 

 Complying with Anti-Money Laundering (AML), Counter-Terrorist Financing (CFT), 

sanctions, and regulatory obligations; 

 Conducting customer due diligence and ongoing monitoring; 

 Detecting, preventing, and investigating fraud or suspicious activities; 

 Responding to regulatory requests and legal obligations. 

Service Delivery 

 Providing access to our services and platforms; 

 Processing transactions; 

 Managing business relationships; 

 Enhancing client experience. 

Marketing and Communications 

 Sending service-related communications; 

 Informing clients about products, services, promotions, and educational materials; 

 Conducting surveys and market research. 

Clients may opt out of marketing communications at any time. 

5. Legal Basis for Processing 



 

 

We process personal information where such processing is necessary for one or more lawful 

purposes, including the performance of a contract with the client, compliance with legal and 

regulatory obligations, AML/CFT and sanctions compliance, fraud prevention, risk management, 

protection of legal rights, legitimate business interests, consent where required, and any other basis 

permitted under applicable data protection laws. 

6. Sharing and Disclosure of Information 

We do not sell, rent, or trade personal information to third parties. We 

may share personal information where necessary with: 

 Regulatory authorities and government agencies; 

 Financial institutions and banking partners; 

 Payment service providers; 

 Identity verification and screening providers; 

 Technology and cloud service providers; 

 Professional advisers, auditors, and legal consultants; 

 Liquidity providers and business partners where required for service delivery; 

 Law enforcement agencies where legally required. 

Any disclosure will be limited to what is necessary for the relevant purpose. 

7. International Data Transfers 

Your personal information may be transferred to, processed, or stored in jurisdictions outside your 

country of residence. 

Where cross-border transfers occur, Dominion Markets will take reasonable steps to ensure that 

appropriate safeguards are implemented to protect personal information and maintain 

confidentiality. 

8. Data Security 

Dominion Markets maintains appropriate technical, administrative, and organizational measures 

designed to protect personal information against unauthorized access, misuse, alteration, 

disclosure, loss, or destruction. 

Security measures may include: 

 Encryption technologies; 



 

 

 Access controls and user authentication; 

 Secure data storage environments; 

 Ongoing monitoring and security reviews; 

 Staff confidentiality obligations and training. 

While we take reasonable measures to protect information, no method of transmission or storage 

can be guaranteed to be completely secure. 

9. Data Retention 

We retain personal information only for as long as necessary to fulfil legitimate business purposes, 

contractual obligations, legal obligations, regulatory requirements, AML/CFT obligations, dispute 

resolution, fraud prevention, and enforcement of rights. 

Where required under applicable AML/CFT laws, regulatory obligations, or internal record-keeping 

requirements, customer records may be retained for a minimum period of ten (10) years following 

the termination of the business relationship or completion of a transaction, or for such longer 

period as may be required by law, regulation, regulatory instruction, legal proceedings, or internal 

policy. 

Information that is no longer required will be securely deleted, destroyed, or anonymised where 

legally and operationally permissible. 

10. Your Rights 

Subject to applicable laws and regulatory requirements, you may have the right to: 

 Access your personal information; 

 Request correction of inaccurate information; 

 Request updating of incomplete information; 

 Withdraw consent where processing is based on consent; 

 Object to certain processing activities; 

 Request restriction of processing in certain circumstances; 

 Request deletion of personal information where legally permissible; 

 Opt out of direct marketing communications, and 

 Lodge a complaint with the relevant data protection authority where applicable. 

Certain requests may be limited where retention or processing is required by law or regulatory 

obligations. 



 

 

11. Account Deletion Requests 

Clients may request closure of their account and deletion of personal information by contacting our 

support team. 

Upon receiving a valid request, Dominion Markets will review the request and take appropriate 

action in accordance with applicable laws and regulatory requirements. 

Please note that personal information may continue to be retained where necessary for: 

 AML/CFT compliance; 

 Regulatory record-keeping requirements; 

 Fraud prevention and investigations; 

 Legal proceedings and dispute resolution; 

 Enforcement of contractual rights and obligations. 

Where deletion is not legally possible, information will be retained only for the required period and 

protected in accordance with this Privacy Policy. 

12. Cookies and Tracking Technologies 

Our website uses cookies and similar technologies to improve functionality, security, analytics, and 

user experience. 

Cookies may be used to: 

 Recognize returning visitors; 

 Maintain website functionality; 

 Analyze website traffic and usage patterns; 

 Improve website performance; 

 Support advertising and marketing activities. 

Users may modify browser settings to refuse cookies; however, certain website functions may be 

affected. 

13. Third-Party Websites 

Our website may contain links to third-party websites. Dominion Markets is not responsible for the 

privacy practices, security, content, or policies of external websites. 

Users should review the privacy policies of any third-party website before providing personal 

information. 



 

 

14. Updates to This Privacy Policy 

Dominion Markets reserves the right to amend, modify, or update this Privacy Policy at any time. 

The latest version will always be published on our website and will become effective upon 

publication. 

15. Restricted Jurisdictions 

Dominion Markets Ltd does not offer its services to residents of, persons located in, nationals or 

citizens of, or entities incorporated, registered, or operating in restricted or prohibited 

jurisdictions, including but not limited to Afghanistan, Côte d’Ivoire, Cuba, Iran, Libya, Myanmar, 

North Korea, Russia, Sudan, Syria, Yemen, the United States of America, including Puerto Rico, and 

any other jurisdiction where the Company is not authorised or permitted to operate, or where the 

provision of services would breach applicable laws, sanctions requirements, regulatory 

requirements, payment processor rules, card scheme rules, or the Company’s internal risk policy. 

16. Contact Us 

Dominion Markets Ltd. 

Registered Office: Office 133, Ebene Junction, Rue De La Democratie, Ebene, Mauritius 

Email: support@dominionmarkets.com 

Website: www.dominionmarkets.com 

Last Updated: June 2026 
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